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GENERAL PURPOSES COMMITTEE 
 

Wednesday, 23rd October, 2024 at 7.00 pm in the Conference 
Room, Civic Centre, Silver Street, Enfield, EN1 3XA 

 
Membership: 
 
co: Nia Stevens (Chair), Josh Abey (Vice-Chair), Nicki Adeleke, 
Alessandro Georgiou, Suna Hurman, Destiny Karakus, Joanne Laban, 
Elisa Morreale, Julian Sampson and Peter Nwosu 
 
 

AGENDA – PART 1 
 
1. WELCOME & APOLOGIES   
 
2. DECLARATIONS OF INTEREST   
 
 Members of the committee are invited to identify any disclosable pecuniary, 

other pecuniary or non-pecuniary interests relevant to the items on the 
agenda. 
 

3. MINUTES OF THE PREVIOUS MEETING  (Pages 1 - 4) 
 
 To approve the minutes of the meeting held on 10 September 2024. 

 
4. 6 MONTHLY PROGRESS REPORT ON INTERNAL AUDIT AND 

COUNTER FRAUD ACTIVITY  (Pages 5 - 18) 
 
 To note the 6 Monthly Progress Report on Internal Audit & Counter Fraud 

Activity.  
 

5. INTERNAL AUDIT PLAN 24/25 (Q3 AND Q4)  (Pages 19 - 26) 
 
 To agree the 2024-25 (Q3 and Q4) Internal Audit Plan.  
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6. ANNUAL DATA PROTECTION AND SELF ASSESSMENT OFFICER 
REPORT FOR 2023/24  (Pages 27 - 42) 

 
 To note the 2023-2024 Annual Data Protection Officer Report.  

 
7. GRANT THORNTON PROGRESS REPORT ON THE EXTERNAL AUDIT 

OF ACCOUNTS FOR 2023/24  (Pages 43 - 62) 
 
 To receive the Grant Thornton Progress Report on the External Audit of 

Accounts for 2023/24.  
 

8. GRANT THORNTON VFM OPINION  (Pages 63 - 134) 
 
 To receive the Grant Thornton VFM opinion report.  

 
9. BDO UPDATE ON THE EXTERNAL AUDIT OF ACCOUNTS   
 
 To receive an update from BDO on the External Audit of Accounts. 

 
TO FOLLOW 

 
10. DATES OF FUTURE MEETINGS   
 
 To note the dates of the future meetings: 

  
Wednesday 29 January 2025 
Wednesday 26 March 2025 
 

 
 



GENERAL PURPOSES COMMITTEE - 10.9.2024 

MINUTES OF THE MEETING OF THE GENERAL PURPOSES 
COMMITTEE HELD ON TUESDAY, 10TH SEPTEMBER, 2024 

 
 

MEMBERS: Councillors: Nia Stevens (Chair), Sabri Ozaydin, Josh Abey, 
Nicki Adeleke, Alessandro Georgiou, Joanne Laban, Elisa Morreale, 
Lee Chamberlain and Peter Nwosu 
 
Officers: Fay Hammond (Executive Director Resources), Annette Trigg (Director 
Finance Corporate) and Nicola Robbins (Governance Manager) 
 
  
 
Also Attending: Ciaran McLaughlin (BDO) and Sebastian Evans (BDO) 
 

 
1. WELCOME & APOLOGIES  

 
The Chair welcomed everyone to the meeting. 
 
Apologies for absence were received from Cllr Julian Sampson who was 
substituted by Cllr Lee Chamberlain. 
 
Cllr Destiny Karakus was absent from the meeting. 
 

2. DECLARATIONS OF INTEREST  
 
No declarations of interest were received relating to any items on the agenda. 
 

3. MINUTES OF THE PREVIOUS MEETING  
 
The minutes of the previous meeting held on Wednesday 24 July were 
AGREED subject to an amendment to reflect that Cllr Alessandro Georgiou 
was in attendance of the July meeting which had been rectified online before 
tonight’s meeting. 
 

4. BDO AUDIT REPORT 2019/20  
 
Ciaran McLaughlin (BDO) provided a verbal update on the 2019/20 audit 
completion report stating that the accounts are almost final but there are a few 
tasks that are still being worked through in order to sign off the accounts. 
 
Having completed the work to date, some issues have been identified in 
relation to the prior period adjustment. While they were happy with the asset 
side of the transactions, but the reserves side of transactions are less 
conclusive so need to ensure there are no material misstatements. There are 
some uncertainties based on lack of and/or access to historical records to 
support and clarity some of the issues with the transactions. 
 

Public Document PackPage 1 Agenda Item 3



GENERAL PURPOSES COMMITTEE - 10.9.2024 

BDO explained that there were three options to be considered in order to get 
the accounts ready for final sign off and it would be a matter for the committee 
to decide the next steps which were as follows: 
 
1. BDO to issue a modified opinion with a limitation of scope which states they 
were not able to reach a view on the two reserve balances but everything else 
within the accounts is true and fair; 
 
2. To view all the errors as being pervasive to the account which would bring 
the accounts into disclaimer territory but confirmed that this was not the case 
at this moment in time; 
 
3. To work towards the audit backstop date (13 December 2024) which was 
recently laid down in parliament stating that all audits up to 2022/23 must be 
completed and will be implemented at the end of September. 
 
The unadjusted misstatements are set out in the report, but they do not 
materially affect the accounts and there be no requirement to be amended. 
The committee confirmed that they were not aware of any material frauds that 
might impact on the accounts. 
 
Officers suggested that option 1 would be more desirable as it would be 
helpful for the auditors going forward when looking into future sets of accounts 
as the accounts are fundamentally in a good position which will be used as a 
basis for future budget setting. 
 
Members acknowledged that although it has taken a long time to get to this 
stage, there had been a lot of errors found which officers had now rectified 
sufficiently and considered option 1 to be a good way forward. Members 
asked for assurances as to how long the outstanding matters would take to 
resolve to which BDO responded would be 4 weeks. 
 
Members expressed concerns of the mid-December backstop date deadline 
potentially being missed. BDO responded stating that they have been through 
the final accounts in a good level of detail with two levels of review, have 
identified where the outstanding issues are which may lead to follow up 
questions but should be fairly straightforward to resolve and were confident 
that the mid-December backstop date will not be missed. 
 
Members asked if the extensive work carried out on the 19/20 accounts would 
have any bearing on the subsequent audits for 21/22 and 22/23. BDO 
responded that the 19/20 audit will have no impact on the 21/22 and 22/23 
audits which will not be audited in detail and will most likely roll up to the mid-
December backstop date.  
 
ACTION: BDO to attend the October meeting to provide a further update of 
the 19/20 audit. This is to include a more in-depth update on namely; the 
Meridian Water Remediation Works, Housing Benefit overpayments, 
Temporary Accommodation rent arrears and the sundry debtors. 
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GENERAL PURPOSES COMMITTEE - 10.9.2024 

Officers confirmed that the Value for Money statement from Grant Thornton 
which will be coming to the next committee meeting will show their views on 
the current situation with regard to the 2023/24 audit. 
 
Sebastian Evans (BDO) introduced the Pension Audit Completion report for 
19/20 outline the key points. A version of this paper was first brought to the 
committee in October 2021 and the findings had not changed much during 
this time. There were no unadjusted misstatements, so all of the findings were 
adjusted for during the course of the audit which made it straightforward when 
informing an opinion. Management overrides of controls which is on all audits 
as a mandatory risk but did not find any matters that were cause for concern.  
 
With regard to the pension liability, there was no indication of bias it was just a 
case of when the actuarial report was drafted to when it was subsequently 
finalised during Covid, there were a lot of changes to actuarial assumptions 
during that time and those were reflected in the final accounts. The committee 
confirmed that they were not aware of any material frauds that might impact 
on the accounts. 
 
The updates were NOTED. 
 

5. INFORMING RISK ASSESSMENT AUDIT REPORT  
 
Annette Trigg (Director Finance – Corporate) introduced the report outlining 
the key points. Officers are to fill out key priority areas across the council, 
governance and key stakeholders and provide responses so everyone is 
aware of the risks which will be transparent and clearly recorded. 
 
The report was NOTED. 
 

6. DATES OF FUTURE MEETINGS  
 
NOTED that the next meeting of the General Purposes Committee will be held 
on Wednesday 23 October 2024. 
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London Borough of Enfield 

 
 
 

Report Title 6 Monthly Progress Report on Internal Audit & Counter 
Fraud Activity 

Report to General Purposes Committee 

Date of Meeting 23 October 2024 

Directors  Terry Osborne, Director of Law & Governance 

Report Author Marion Cameron, Head of Internal Audit 
Marion.Cameron@Enfield.gov.uk 

Wards affected: All 

Classification: Part I Public  

 
 
Purpose of Report  
 

1. The 6 Monthly Progress Report on Internal Audit & Counter Fraud Activity 
at 31 August 2024 (Appendix A) summarises: 

 
 

 progress against the 2024-25 Internal Audit Plan; 
 

 detected and prevented fraud identified during the period; 
 

 the continued work of the Head of Internal Audit to target limited 
audit resources at the highest priority Corporate and Schools’ 
services. 

 
 
Recommendations 

 
 

 

I. To note the progress made on the 2024-25 Internal Audit Plan. 
II. To note detected and prevent fraud identified to 31 August 2024 
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Report Author: Marion Cameron 
 Head of Internal Audit 
 Marion.Cameron@Enfield.gov.uk 
 Tel: 0208 132 1065 
 
Appendices 
 

Appendix A: 6 Monthly Progress Report on Internal Audit & Counter 
Fraud Activity at 31 August 2024. 

 
 
Background Papers 
None 
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Appendix A 
 

 
 

6 Monthly Progress Report on Internal 
Audit & Counter Fraud Activity 

31 August 2024 
 

Internal Audit  
 
2024-25 Internal Audit Plan (Q1 & Q2) 
 
4 (31%) of the 13 planned audits had been fully completed by 31 August 2024.  1 
audit had an audit opinion (Council Housing Fire Safety – Reasonable), 2 were 
grant certifications and 1 was a follow up audit for which a management letter 
was issued. 
 
All other audits were in progress at 31 August 2024. 

 
Title Planned 

Timing 
Audit Status Assurance 

Level 

Chief Executive’s 

Leavers Process Q2 Fieldwork in progress  

Reorganisations New Planning  

Cross Cutting 

Budget Monitoring Q2 Planning  

Temporary 
Accommodation 
Financial Management 

Q2 Deferred to Q3  

Schools Additional 
Payments 

Q1 Fieldwork in progress  

Environment & Communities 

Parking Contract 
Management 

Q2 Deferred to Q3  

Housing and Regeneration 

Voids Q2 Fieldwork in progress  

Council Housing Fire 
Safety 

Q1 Completed Reasonable 
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Title Planned 
Timing 

Audit Status Assurance 
Level 

People 

Supporting Families Q1 Q1 Completed N/A- Grant 
Certification 

Supporting Families Q2 Q2 Fieldwork in progress  

Community Equipment 
Stock Control 

Q1 Deferred to Q4  

Bus Service Operators 
Grant 

Q2 Fieldwork in progress  

Commissioned Services 
Overhead Charges 

New Fieldwork in progress  

NDTi Grant Certification New Completed N/A – Grant 
Certification 

Schools 

St. Anne’s Catholic High 
School for Girls 

Q1 Completed N/A- 
Management 

Letter 

Orchardside School 
Alternate Provision 
Taskforces Programme 
Grant 2023-24 

Q2 Completed N/A- Grant 
Certification 

 
 

Changes to the 2024-25 (Q1 & Q2) Internal Audit Plan 
 

3 audits have been deferred into the second half of the year: 

 
 
3 audits were added to the plan during the period to 31 August 2024: 

 

Department  Audit  Reason for Deferral 

Cross 
Cutting 

Temporary 
Accommodation 
Financial Management 

Deferred to Q3 to allow the team 
to deal with operational issues 
and to allow improvement 
initiatives to embed.  

Environment 
& 
Communities 

Parking Contract 
Management 

Deferred to Q3 as a contract 
management review was 
underway. was  

People Community Equipment 
Stock Control 

Deferred to Q4.  New location and 
change in software provider taking 
place. Also due to be inspected by 
external auditors – CEOPS. 

Department  Audit  Objective 

Page 8



 

 

 
 
 
 
 
 
 
 
 
 
 

 
 
 

Corporate Audit Actions Implementation 
 
The Internal Audit team is responsible for tracking managers’ progress with 
implementing internal audit actions.  

 
As at 31 August 2024, the implementation rate (12-month rolling basis) for 
actions from high risk findings is 82% (2024: 90%) and for medium risk findings is 
89% (2024: 77%).  
 
33 actions from high and medium risk findings identified from corporate audits 
remained open. Of these, 28 actions (14 high risk and 14 medium risk) were not 
fully implemented by their original due date and are, therefore, classed as 
overdue. Overdue actions are shown by the solid coloured bars in the graph 
below: 
 

Chief 
Executive’s 

Reorganisations To ensure the appropriate 
policies and procedures are 
being applied to internal 
reorganisations 

People Commissioned 
Services Overhead 
Charges 

To ensure that appropriate 
contract management is 
applied with respect to NHS 
overhead charges. 

People NDTi Grant 
Certification 

To confirm expenditure of the 
Supported Internships Grant 
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Details of the overdue corporate actions from high risk findings are provided in 
Annex A. 
 

Schools’ Actions Implementation 
 

 
 
 

In line with our escalation policy, overdue schools’ actions are regularly notified 
to the Director of Education.  
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Counter Fraud 
  

Counter Fraud Savings  
  
The work routinely undertaken by the Counter Fraud Team generates savings 
directly for the Council (for example, where a Right to Buy application is stopped) 
as well as for Central Government where we administer schemes on their behalf, 
such as those covering business grants and housing benefit payments.   
  
These savings are classified as either:  
  

 Detected:  where fraud has taken place and an overpayment has been 
identified.  

  

 Prevented:  where fraud would have occurred had the CFT not 
intervened. 

  

 Notional:  estimated savings generated by housing recoveries.  
  
As at 31 August  2024, the Counter Fraud team identified detected and 
prevented savings of £953k as outlined in the table below. This includes notional 
housing savings of £294k through the recovery of properties used improperly as 
Council accommodation.   
 
  

Detected and Prevented Fraud Savings to 31 August 2024 *  
 

Fraud Type Detected 
(£) 

Prevented 
(£) 

Council properties recovered (5 properties)** - 294,000 

Temporary Accommodation property recovered 
(1 case) 

- 2,500 

Right to Buy (5 cases) - 592,800 

Housing Benefit 51,049 - 

Council Tax Reduction Scheme & Discounts 2,679 - 

Secondary employment (2 cases) *** - 10,000 

 £53,728 £899,300 

Total £953,028 

 

  
* Includes overpayments identified or recovered, as well as potential future income and the 
estimated value of losses prevented by the detection and interception of fraud and improvement 
of controls.  
  
** The Notional Value attributed to recovery of a Council property is the amount of £42k per 
property as per the calculation published by the Tenancy Fraud Forum in April 2022; the figure 
takes into account the average annual cost of providing temporary accommodation for a family 
who could otherwise have occupied the recovered property, plus average investigation and legal 
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costs. The Notional Value of a Temporary Accommodation recovery is based on the net annual 
cost to the Council of acquiring a property for use as temporary accommodation.  

  
*** Based on Cabinet Office estimate of £5,000 per secondary employment fraud case (NFI 
London Fraud Hub pilot exercise) 
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ANNEX A: Overdue High Risk Actions 

 

Audit Name Audit 
Finding 

Agreed Action Original 
Due Date 

Update Revised 
Target Date 

Housing 
Repairs & 
Maintenance - 
Disrepairs 

Allocation of 
Disrepairs 
claims to 
lawyers 

New Disrepair claims will be allocated to 
lawyers in a timescale that allow them to 
comply with the 20-working day as per 
the Pre-Action Protocol for Housing 
Conditions Claims (England). 

31-Jul-2024 September 2024 
A new Disrepair and Housing 
Management Team has been created 
in Legal Services to ensure that 
disrepair cases are progressed 
efficiently. All new disrepair cases are 
dealt with by the team and are 
allocated immediately. There are no 
longer any delays in Legal Services.  
 

31-Oct-2024 

Housing 
Repairs & 
Maintenance - 
Disrepairs 

Performance 
Measures 

We will implement a new process in 
accordance with the timescales outlined 
in the Pre-Action Protocol for Housing 
Conditions Claims (England). We will 
agree a Service Level Agreement with 
Legal Services. Key performance 
indicators which are in line with the Pre-
Action Protocol for Housing Conditions 
Claims (England) will be set and 
monitored. - We will monitor disrepair 
claims to ensure they are forwarded to 
Legal Services in good time. 

31-Jul-2024 September 2024 
 
The SLA with Legal Services will not 
set out KPIs as it is not necessary for 
internal SLAs to set out KPIS in this 
way. We will deal with all cases in 
accordance with the pre-action 
protocol and any failures to do so can 
be dealt with through the complaints 
and escalation process set out in the 
SLA. 
 
 

31-Oct-2024 

Housing 
Repairs & 
Maintenance - 
Disrepairs 

Disrepair 
Report 

We will ensure that the standard 
Disrepair Report is fully completed to 
provide an adequate audit trail from 
tenants' complaints to resolving the 
repair works. 
 

31-Jul-2024 September 2024 
 
In progress. 

31-Oct-2024 
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Audit Name Audit 
Finding 

Agreed Action Original 
Due Date 

Update Revised 
Target Date 

 

Financial 
Management 
of Bridgewood 
House 

Reconciliation 
Processes 

We will seek support from our Finance 
Business Partner to ensure that: 
appropriate financial controls are in 
place. This will include, but is not limited 
to: 
a) Monthly reconciliations undertaken 
between the bank statement and the 
resident’s income and expenditure 
records. 
b) A summary of the individual resident 
account balances that make up the 
bank balance total. 
c) Monthly reconciliations of individual 
income and expenditure records for 
each resident against the supporting 
documentation held. 
d) All reconciliations independently 
reviewed and approved by a second 
member of staff to confirm their 
accuracy. 

30-Jun-
2022 

September 2024 
 
Progressed. 
 
Documentation to be provided to 
Internal Audit. 
 
 
 
 

31- Aug- 2024 

Direct 
Payments 

No formal 
contract with 
third-party 
provider 

The Health and Adult Social Care 
(HASC) Management team will ensure 
that a procurement exercise is carried 
out and a formal contract is put in place 
between Care in Finance and the 
Council as soon as possible; 
 - A copy of the contract will be signed 
by both parties and retained as part of 
service records; 
 - The policies and procedures for direct 
payments will be updated to include the 
role of Care in Finance and any other 
third party provider involved in the 

31-Jul-2024 September 2024  
This action is in progress and a direct 
award option is being  explored.  
 
Revised target date 31 October 2024. 

31-Oct-2024 
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Audit Name Audit 
Finding 

Agreed Action Original 
Due Date 

Update Revised 
Target Date 

administration and management of 
direct payments. 

Direct 
Payments 

Insufficient 
review of the 
suitability of a 
Direct Payment 

The Health and Adult Social Care 
(HASC) Management team will review 
the process around reviews of direct 
payment suitability to ensure that: 
 - Systems to support ‘suitability’ reviews 
are more automated such that annual 
reviews are completed and evidenced; 
 - early stage reviews are carried out 
after a reasonable period but before the 
statutory six month deadline. 
 

30-Apr-24 September 2024 
 
Revised target date 31 October 2024. 
 
 

31-Oct-2024 

Direct 
Payments 

Performance 
measure 
arrangements 
not in place 

As part of the review process, we will 
ensure that appropriate arrangements 
are in place to meet the agreed 
performance measures and to report 
and escalate non-compliance. 

30-Apr-24 September 2024, 
 
Revised target date 31 October 2024. 
 
 

31-Oct-2024 

Direct 
Payments 

No outstanding 
direct payment 
action place 

An action plan will be put in place to 
address outstanding reviews of direct 
payment suitability that have not taken 
place within the required timescales. 
The HASC Management team will 
monitor the action plan to ensure that 
the backlog of reviews is cleared 
promptly. 

30-Apr-24 September 2024 
 
Revised target date 31 October 2024 
agreed. 
 

 

31-Oct-2024 

Home Care 
Support 

Incomplete 
records to 
support the 
annual quality 
assurance 
checks 

As part of the quality review process, 
the Home Care Management Team will 
ensure that: 
 - the financial monitoring tool is 
completed in full;  
- action plans are completed in full; 
 - robust, independent review and 
monitoring of the financial monitoring 

30-Jun-
2024 

September 2024  
The new service specification has 
been drafted and is awaiting 
approval. 
 
Revised target date 30 November 
2024 
 

30-Nov-2024 
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Audit Name Audit 
Finding 

Agreed Action Original 
Due Date 

Update Revised 
Target Date 

tool is carried out and evidence of the 
review is retained; 
 - an appropriate tracker is developed to 
ensure that the implementation of action 
points raised in the action plan is 
recorded; 
 - where applicable, follow up visits are 
carried out following quality assurance 
checks; 
 - formal feedback is provided to 
providers where relevant; 
 - the current monitoring tool is 
enhanced to include cross references to 
documentation provided by providers. 

  

Home Care 
Support 

Naming 
convention 

As part of the quality review process, 
the Home Care Management Team will 
ensure that an agreed naming 
convention is used and that documents 
are clearly cross referenced to 
supporting documentation. 

30-Jun-
2024 

September 2024  
New templates and documentation 
are in the process of being prepared. 
 
 
Revised target date 30 November 
2024 
 
 

30-Nov-2024 

Adult Social 
Care Debt 
Collection 

End to End 
Process 

We will re-engineer the end to end ASC 
debt process including ensuring best 
use is made of existing IT systems. We 
will ensure that all teams involved in the 
ASC debt process are included in the 
review and, as one of the outputs, roles 
and responsibilities are clearly defined.  
 
In order to do this, we will:  
- engage with the Transformation team  
- consider an invest to save approach 

31-May-24 September 2024, Internal Audit  
Update requested 
 

 

TBC 
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Audit Name Audit 
Finding 

Agreed Action Original 
Due Date 

Update Revised 
Target Date 

by employing a credit management 
professional to lead this review 

Adult Social 
Care Debt 
Collection 

End to End 
Process 

We will carry out a skills audit for key 
staff involved in the ASC debt 
management process and will address 
any identified skills gaps.  
 
We will provide regular training to all 
teams involved in the end to end debt 
process. This may include professional 
training provided by Chartered Institute 
of Credit Management or CIPFA. 

31-May-24 September 2024, Internal Audit  
Update requested 
 

 

TBC 

Adult Social 
Care Debt 
Collection 

End to End 
Process 

We recommend a credit collection 
‘centre of excellence’ is considered. This 
would bring all debt processes 
including, but not limited to, ASC, direct 
payments, sundry debts, council tax and 
business rates together overseen by a 
credit professional. 

31-May-24 September 2024, Internal Audit  
Update requested 
 

 

TBC 

Education 
Funding 

Local Written 
Procedures 

Council specific written procedures for 
the funding allocation will be put in 
place. 

31-Mar-24 September 2024 
Procedures in draft. 
 
 

 

TBC 
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London Borough of Enfield 

 
 
 

Report Title 2024-25 (Q3  and Q4) Internal Audit Plan 

Report to General Purposes Committee 

Date of Meeting 23 October 2024 

Directors  Terry Osborne, Director of Law and Governance 

Report Author Marion Cameron, Head of Internal Audit 
Marion.Cameron@Enfield.gov.uk 

Wards affected All 

Classification Part I Public  

 
 
Purpose of Report  
 

In line with the requirements of the Public Sector Internal Audit Standards (PSIAS), the 
Head of Internal Audit has a responsibility to establish risk based plans to determine the 
priorities of the Internal Audit activity and to present these to the audit committee which, 
at Enfield is the General Purposes Committee, for review and approval. 
 

 
Recommendations 
 

 
 
 
 

 
 

Report Author: Marion Cameron 
 Head of Internal Audit 
 Marion.Cameron@Enfield.gov.uk 
 Tel: 0208 132 1065 
Appendices 
Appendix A: 2024-25 (Q3 and Q4) Draft Internal Audit Plan 
 
Background Papers 
None 
 
 

I. Agree the 2024-25 (Q3 and Q4) Internal Audit Plan 
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CE24-012 
 
 

2024-25 (Q3 and Q4) Draft Internal Audit Plan 
 

Introduction 
 
The Public Sector Internal Audit Standards (PSIAS) require the chief audit executive (who in 
the London Borough of Enfield is the Head of Internal Audit) to determine the priorities of the 
internal audit activity from a risk based plan which is consistent with the Council’s goals. 
 
Internal audit work is planned to support the goals of the Council from an objective 
assessment of the system of internal controls. The aim is to provide assurance to the 
General Purposes Committee, Director of Law and Governance, the Assurance Board, and 
other senior managers that an appropriate system of internal control is in place to mitigate 
key risks that may impact on the achievement of the Council’s services and priorities. 
 
Whilst it is management’s responsibility to develop and maintain a sound system of internal 
control, and to prevent and detect fraud, bribery and corruption, the overall aim of internal 
audit work is to seek out areas requiring improvement and to recommend solutions that will 
enable the Council to better achieve its objectives. Therefore, the planning approach is 
based on achieving coverage over a reasonable period of time, of the Council’s main risks 
and core processes where there is a reasonable expectation of detecting significant control 
weakness and fraud. 
 
In previous years an annual plan was presented to the Committee.  However this year, 
adopting an agile approach, in March 2024 we presented a plan that set out our schedule of 
work for the first 6 months of the financial year. The additional audits to be undertaken in the 
remainder of the year are outlined below for approval.  
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Draft 2024-25 (Q3 and Q4) Internal Audit Plan 
 

Dept. Audit Name Audit Objective Corporate 
Priority 

Timing Audit 
Priority 

(1-3) 

No of 
Days 

CR02 Financial 

Cross Cutting Temporary 
Accommodation 
Financial 
Management 
 

A review of the temporary accommodation 
process and linkages to financial management 
and forecasting.  
Deferred from Q2 

4 Q3 1 20 

Environment 
& 
Communities 

DEFRA Weekly Food 
Collections Grant 
 

Grant Certification 
 

1 Q3 1 3 

Environment 
& 
Communities 

DEFRA Weekly Food 
Collections Grant 
 

Grant Certification 
 

1 Q4 1 3 

Resources VAT To review controls in place around the 
computation and submission of VAT 
information. 
 

All Q3-Q4 2 20 

Schools Latymer All Saints 
Primary School 
 

To ensure that appropriate processes and 
controls are in place and in accordance with 
SFVS, Scheme for Financing Schools and the 
Schools' Finance Manual.  
 

3 Q4 1 10 

Schools Forty Hill CE Primary 
School 
 

To ensure that appropriate processes and 
controls are in place and in accordance with 
SFVS, Scheme for Financing Schools and the 

3 Q3 1 10 
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Draft 2024-25 (Q3 and Q4) Internal Audit Plan 
 

Dept. Audit Name Audit Objective Corporate 
Priority 

Timing Audit 
Priority 

(1-3) 

No of 
Days 

Schools' Finance Manual.  
 

Schools Southbury Primary 
School 
 

To ensure that appropriate processes and 
controls are in place and in accordance with 
SFVS, Scheme for Financing Schools and the 
Schools' Finance Manual. 
 

3 Q3 1 10 

CR03 Operations  

People Community 
Equipment Stock 
Control 
 

To ensure that appropriate stock control 
processes are in place. 
Deferred from Q1. 
 

2 Q4 1 20 

Chief 
Executive’s 

External Review of 
Internal Audit 

In accordance with the Public Sector Internal 
Audit Standards, internal audit must be 
reviewed every 5 years. 
 

All Q4 1 20 

CR04 Governance 

Housing & 
Regeneration 

Rent Standard 
 

To confirm that social housing rents are set in 
accordance with the Rent Standard 2023. 
 

4 Q4 1 20 

Housing & 
Regeneration 

Service Charges 
 

To provide assurance that service charges 
raised are legitimate, clearly communicated 
and fairly recovered. 

4 Q3 1 20 
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Draft 2024-25 (Q3 and Q4) Internal Audit Plan 
 

Dept. Audit Name Audit Objective Corporate 
Priority 

Timing Audit 
Priority 

(1-3) 

No of 
Days 

CR08 Commercial 

Environment 
& 
Communities 

Parking Contract 
Management 

To review the current contract management 
processes and ensure these are in line with 
best practice. 
Deferred from Q2. 
 

2 Q2 1 20 

Environment 
& 
Communities 

Film Studio Contract 
 

To review the contracting process and ensure 
it was in line with best practice. 
 

4 Q3 2 20 

CR11 Security 

Resources Suppliers’ Data 
Protection and Cyber 
Security 
 

To assess the effectiveness of the steps the 
Council takes to limit the risk of data loss or 
corruption through supplier networks. 
 

All Q3-Q4 1 20 

CR013 Reputational 

People Supporting Families 
Q3 

To provide assurance for the Ministry for 
Housing, Communities and Local Government 
purposes that claims are legitimate. 
 

2 Q3 1 3 

People Supporting Families 
Q4 

To provide assurance for the Ministry for 
Housing, Communities and Local Government 
purposes that claims are legitimate. 

2 Q4 1 3 

People Domestic Homicide Test the effectiveness of process/practice 2 Q4 1 20 
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Draft 2024-25 (Q3 and Q4) Internal Audit Plan 
 

Dept. Audit Name Audit Objective Corporate 
Priority 

Timing Audit 
Priority 

(1-3) 

No of 
Days 

Reviews 
 

arrangements in place to assure that the 
Council and partnerships are effectively 
discharging their duties. 
 

Resources Mayor of the London 
Borough of Enfield 
Appeal Fund 
Accounts 2023-24  
 

Review to support the independent 
examination of the Mayor of the London 
Borough of Enfield Appeal Fund Accounts 
2023-24 by the Executive Director Resources   
 

2 Q3 1 5 

 
 
 
Key to Corporate Priorities Abbreviations 
 

No. Corporate Priorities 

1 Clean and green places 

2 Strong, healthy and safe communities 

3 Thriving children and young people 

4 More and better homes 

5 An economy that works for everyone 
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Key to Audit Priority 
 

Priority Description 

1 Audit must be carried out despite any changes to the Council’s circumstances 

2 If there are changes to the Council’s circumstances, this audit may only be cancelled in consultation with the audit 
owner 

3 If there are changes to the Council’s circumstances, this audit may be cancelled by the Internal Audit team without 
reference to the audit owner 
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London Borough of Enfield 
 
 
 
 

Report Title 2023-2024 Annual Data Protection Officer Report  

Report to General Purposes Committee 

Date of Meeting  23 October 2024 

Cabinet Member Cllr Ergin Erbil, Leader of the Council 

Directors Terry Osborne, Director of Law & Governance 

Report Author Andrea Kilby, Head of Legal Practice and Compliance 

Wards affected: All 

Classification: Part I Public 
 
 

Purpose of Report 
 

1. The Annual Data Protection Officer Report 2023-2024 (Annex 1) 
summarises: 

 

 The role of the Data Protection Officer (DPO) 

 Council’s Data Protection Update 

 Schools’ Data Protection Update  

 

2. Findings from the recent self-assessment. 

Recommendations 
 
 

 

I.  The committee is recommended to note the work completed by the Data 
Protection Officer during 2023-24, the findings of the recent self-
assessment and the planned work for 2024-25. 
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Report Author: Andrea Kilby, Head of Legal Practice and Compliance. 
 

Appendices 
Annex 1: Data Protection Officer Annual Report 2023-24 

 
 

Background Papers 
None 
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Data Protection Officer Role 
 

The UK GDPR requires all public authority data controllers to designate a Data 
Protection Officer (DPO). The primary role of the Council’s DPO is to ensure that the 
London Borough of Enfield processes the personal data of its staff, customers, 
providers or any other individuals (also referred to as data subjects) in compliance 
with the applicable data protection rules. 
 
The role of the DPO is to: 
 

 monitor internal compliance with data protection legislation 

 to inform and advise on data protection obligations 

 to advise on and review Data Protection Impact Assessments (DPIAs) 

 to provide risk-based advice to the Council and its schools 

 to raise awareness of data protection issues 

 to undertake and commission data protection audits 

 to be a contact point for “data subjects” (whether that be the public or 

 internal employees) 

 to be the point of contact for the Information Commissioner’s Office (ICO) 

 To review contracts to ensure that they are data protection compliant  
 
In fulfilling that role, a DPO must: 

 act independently 

 be an expert in data protection 

 be adequately resourced to carry out the role 
 

The designated DPO must be able to directly report to the highest management 
level, must not receive instructions regarding the exercising of statutory tasks, and 
shall not be penalised or dismissed for performing those tasks. 
 
The Council must support the DPO in performing his tasks by providing resources 
necessary to carry out those tasks and access to personal data and processing 
operations. 
 
Since June 2024, Sharlene Morris (Certified GDPR Data Protection Practitioner) has 
been appointed as the designated DPO as required by Article 37 of the UK GDPR. 
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Council's Data Protection Update 
 
Data protection queries and advice 
 
One of the key tasks of the DPO is to inform and advise the Council and maintained 
schools about their obligations to comply with the UK GDPR and other data 
protection laws. This is a requirement under Article 39 of the UK GDPR. 
 
The DPO receives a wide range of queries about data protection matters. This 
involves both providing advice, guidance and supporting various internal processes. 
Advice is provided about intricate aspects of the law supporting the organisation in 
applying data protection in practice. The DPO also assists with various internal data 
protection practices such as the review of privacy documentation, monitoring of Data 
Protection Impact Assessments and maintaining the Records of Processing 
Activities. 
 

During 2023-24 advice has been provided on the following issues, amongst others: 
 

 Data Sharing Agreements 

 Data Processing Agreements 

 The role of the Council as a Data Controller and its implications 

 The role of external agencies as Data Processors and its implications 

 Data protection due diligence in contracts  

 The application of the data protection principles 

 Understanding the lawful basis for processing personal data 

 Data Protection Impact Assessments 

 Data protection risks 

 Disapplication of the data protection provisions (exemptions) 

 Data protection breaches 

 Individual rights requests (including processing police disclosure requests) 
 
 
Data Protection Breaches 
 

The London Borough of Enfield in its capacity as data controller, is custodian of the 
personal data of individuals to whom we provide support or services or who we 
employ or otherwise work with.   
 
The DPO is primarily responsible for ensuring that the Council appropriately handles 
and manages their data.  This not only enables the Council to effectively manage 
records that contain both personal and non-personal data but also assists to prevent 
security incidents, that may incur risks to the individuals (data subjects) and their 
personal data, leading to a data breach. 
 

A personal data breach can be broadly defined as a security incident that has 
affected the confidentiality, integrity or availability of personal data. In short, there 
will be a personal data breach whenever any personal data is accidentally or 
deliberately lost, destroyed, corrupted or disclosed; if someone accesses the data or 
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passes it on without proper authorisation; or if the data is made unavailable and this 
unavailability has a significant negative effect on individuals. 
 

It is important for the Council to continue to pay sufficient regard to data protection 
and avoidance of data breaches, not only to ensure individuals’ rights are upheld but 
also to avoid the potential imposition of enforcement action by the Information 
Commissioner’s Office, (ICO); who potentially have the power to levy and enforce a 
maximum financial penalty, of £17,500,000 or up to 4% of annual global turnover, 
whichever is larger. 
 
The Data protection team have implemented a robust Corporate and School data 
protection process, that has been involves the reporting of security incidents to the 
Council’s Digital Security Service and Data Protection Team.  Upon receipt of the 
notification, the incident will be investigated with the DPO advising if a personal data 
breach has occurred and, if so, promptly taking steps to address it, which could 
include reporting to the ICO, affected data subjects or any other relevant senior lead 
or regulatory body, when necessary. 
 

The obligation to notify the Information Commissioners Office arises when a breach 
is deemed to be a ‘high risk’ to the rights and freedoms of affected individuals, 
causing potential harm or detriment to them. Breaches which need to be reported 
must be reported without undue delay, but not later than 72 hours after becoming 
aware of it. 

 
The obligation to notify the affected data subject only arises when the breach is 
deemed to be a ‘high risk’ to the rights and freedoms of affected individuals. The 
affected data subject(s) should be informed without undue delay. 
 
The DPO investigated a total of 106 personal data breaches between April 2023 and 
March 2024, this was an increase of 7 breaches in the year 2022-23. Below is a 
breakdown of all breaches by department. 
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Currently the DPO has investigated a total of 62 personal data breaches between 
April 2024 and September 2025. Of those 62 personal data breaches a total of 8 
have been reported to the ICO.  
 
Of the reported data breaches 43% have occurred within the People Department. 
Whilst this figure is higher in comparison to the other Departments, the figure is 
proportionate as the Department processes personal data at a larger scale in 
comparison to the other departments. 
 
 

 
These breaches can be divided into two broad categories: 
 

 the unauthorised disclosure of data 

 the loss of Council devices 
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The majority (64%) of the breaches have occurred due to the unauthorised 
disclosure of data. Of the 106 breaches reported 14 were considered to have met 
the threshold for reporting to the ICO. All incidents reported were thoroughly 
investigated and mitigation measures and longer-term actions to prevent 
reoccurrence were recommended by the DPO to the services.  
 
It should be noted that there was an increase in the number of lost/stolen devices, 
59 in 2023-24 compared to 38 in 2022-23. Investigation shows that during the year 
2023-2024 there was a Digital Services project to recall old phones, which resulted 
in colleagues who had not used devices for an extended period of time and who 
could no longer find them reporting this in the lost/stolen Council device category.  

 

Corporate Training 
 
The training of staff and key stakeholders on their data protection responsibilities is 
one of the most important parts of any data protection compliance project or data 
protection structure in an organisation.  
 

The mandatory e-learning training module (iLearn) for all staff on data protection 
was reviewed and updated during 2022-23. The data protection module has been 
amalgamated with the freedom of information and cyber security modules and 
renamed to Information Rights and Cyber Security. Between April 2023 and March 
2024 all 233 new starters completed this training as part of their mandatory training 
and 823 colleagues completed the course as their required refresher training. 
 
 
Information Commissioner’s Office (ICO) 
 
The DPO cooperates with the supervisory authority (ICO) with regards to complaints 
received about the Council’s data protection practises. Between April 2023 and 
March 2024, the ICO published 2 decision notices. Decisions notices are the 
investigative outcomes following a complaint received by the ICO regarding our 
practices. Both decision notices related to complaints about information provided 
under FOI requests (processed under the Freedom of Information Act 2000) and both 
required no further action by the Council. 
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Self-Assessment Report 

 

In April 2024 revised organisation reporting arrangements were implemented for the 
Data Protection Officer (DPO) and the Data Protection Advisor, as both posts 
moved from the Audit Team to the Legal Team, reporting to the Head of Legal 
Practice and Compliance and, by dotted line, to the Director and Law and 
Governance. This move allowed for continued independence of the DPO function 
whilst providing the ability to increase the data protection presence and resilience 
within the organisation through access to additional clerical support meaning that 
the DPO could focus on specific data protection tasks.  

 
We have taken this opportunity to begin to conduct a full and thorough review of 
data protection within the organisation, relating to systems, processes, and culture. 
This review is being conducted against the ICO accountability framework, which 
allows us to self-assess across ten areas of review, namely: 
 

1. Leadership and oversight 
2. Policies and procedures 
3. Training and awareness 
4. Individual rights  
5. Transparency 
6. Record Of Processing Activity (ROPA) and lawful basis 
7. Contracts and data sharing  
8. Risks and Data Protection Impact Assessments (DPIAs)  
9. Records Management 
10. Breach response and monitor 

 

We have chosen to focus initially on 4 areas which we believe will strengthen the 
current data protection processes and service provision. These areas are: 

 3. Training and Awareness 

 6. ROPA and lawful basis  

 8. Risks and DPIAs 

 10. Breach Responses and Monitor 

 

Our progress on review and actions are set out below. 

 

3. Training and Awareness 

Training is mandatory and tracked, however it is generic to the whole organisation. 
For this reason, during 2024-25 we will once again review the mandatory training to 
ensure that it remains relevant and fresh, both for new starters and to those 
completing refresher training. For services, such as People Services, that handle 
large volumes of personal data we will review if additional mandatory training should 
be in place. Our aim is to have a proactive training programme that evolves across 
the course of the year to reflect events that take place and enable sharing best 
practice to teams across the Council based on experiences from others. We are 

Page 36



   

 

   

 

preparing a launch plan for replacement of the GDPR workbook which will cover 
training on completion of the DPIA, the legal requirements of a ROPA, IAR and 
retention schedule documentation. We will use available means of communication to 
raise awareness across the council of both exiting policies and procedures, for 
example how to report a data breach and new concepts such as the DPIA through 
channels such as Staff Matters emails and Intranet splash pages. 

 

Where breaches occur the DPO within the investigation considers what training 
could prevent a repeat occurrence and where appropriate will schedule training as a 
future preventative measure before the breach investigation is signed off as 
completed. Since implementing this approach in September 2024, the DPO has 
delivered 3 training sessions.  

 

   6. Risks and DBIA and 8. ROPA and lawful basis  
 
In the 2022-23 Data Protection Annual Report it was noted that since the inception 
of the General Data Protection Regulation in 2018, the Council has utilised a ‘GDPR 
workbook’ for two main purposes. The workbook, in an excel format, serves as a 
data register and links to the Record of Processing Activities (ROPA). 
 
It is a legal requirement to maintain a record of processing activities. There are 
several specified areas where records must be maintained, such as the purposes of 
processing personal data, data sharing and retention. 
 
The second purpose of the workbook is that it carries out a data protection impact 
assessment (DPIA). A DPIA is a process which helps identify and minimise the data 
protection risks of a project. It is required for processing that is likely to result in a 
high risk to individuals. 
 
The previous format required all forms of new data processing activities to be 
recorded on the workbook whilst at the same time carrying out a DPIA. However, the 
requirement for a DPIA legally only exists in certain scenarios. In addition, the 
previous format does not allow for a pre-assessment for DPIAs of proposed projects, 
processing activity, technology prior to completion of a full DPIA form.  
  

 

A new DPIA template was created and piloted in 2022-23 and following feedback 
amended in June 2024. This template includes a pre-assessment phase which 
allows business areas to assess whether a full DPIA is needed.  
 
To replace the GDPR workbook in full alongside the DPIA we recommend and will 
implement the usage of the following documents in a stand-alone format; 

 Record of Processing Activities (ROPA) 

 Information Asset Register (IAR) 

 Retention Schedule. 
 
Having created the template formats for these requirements a project will be 
undertaken in the second half of the financial year 2024-25 to move the data from the 
existing workbooks to the new templates and will be launched in November 2024. 
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10. Breach Responses and Monitor 

 

Following self-assessment against the accountability framework regards breach 
responses and monitor the following actions have been taken. 

 The data breach reporting procedures have been updated with clear flow charts 
of the process. This has been agreed and shared with the relevant colleagues in 
Digital Services who support in directing data breaches logged through the Service 
Now system. 

 

 The Data Breach Reporting Form has been updated to ensure that those 
reporting are prompted to include all the necessary information regards 
circumstances of the breach, such as, 

 How it was identified,  

 How it occurred,  

 What mitigating actions have been implemented and  

 What preventative measure could be put in place to prevent reoccurrence.  

 

 The Data Protection Team investigates each breach in full and makes an 
assessment about whether the relevant threshold has been met to report to the ICO. 
The new form contains the outcome of that decision and reasonings. 

 

 Tracking of data breaches has been updated and now includes details of 
remedial actions and preventative measures in place with who is accountable. 
Timescales are set for follow up actions from the DPO to review those measures 
and assess if they have been implemented and are delivering improved data 
protection measures within the service area. 
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School Data Breaches 

Schools Data Protection Update 

 

The Council provides a Data Protection Officer service to all its maintained schools 
via a de-delegated budget. Since June 2024 the DPO for the Council, Sharlene 
Morris, has filled this role. All maintained schools have agreed to sign up to the 
Council’s DPO service for 2024-2025. 
 
The DPO received a significant number of queries from senior stakeholders 
(Headteachers, Deputy Headteachers, Directors, and School Business Managers) 
within schools on a wide range of data protection issues. Most frequent queries are 
related to policies and data sharing. A common query received by the DPO is on the 
use of exemptions in relation to data subject requests. Advice has been provided 
during the year on this intricate part of the law and there is planned training for the 
2024-25 academic year. 
 
Data Protection Breaches 
 

As part of the provision of the DPO service all schools report data breaches to the 
DPO and the same investigation process is undertaken for each breach. 

 

Between April 2023 and March 2024 there were 22 school data breaches reported 
to the DPO. We are not aware of any incidents reported to the ICO.  Below is a 
breakdown of the reports by month. 
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Schools Self-Assessment Report 
 
In line with the approach for the Council the change of Data Protection Officer 
personnel is an opportunity to review the current services offered to schools. As part 
of the review, a UK GDPR checklist has been created for schools to complete their 
own self-assessment of the status of compliance assessing processes, procedures, 
security arrangements and culture. This will be launched in September 2024.These 
checklists will be returned to the DPO and will aid a desktop assessment of data 
protection procedures within school and inform required training for the academic year 
2024-25. 
 
In relation to the DPO completing the ICO self-assessment for the Council process 
and procedures where the outcome of the assessment identifies measures that would 
also prove beneficial for schools these measures will be introduced as part of the 
service offered by the DPO offered to schools. Example of this to date are listed 
below. 
 

3. Training and Awareness 
Upskilling our schools to be able to deal with most of the data protection and GDPR 
queries they have is a key strategy for the DPO in the academic year 2024-25. The 
UK GDPR checklist will identify skills gap which will inform further sessions to add to 
the already outlined schools training and awareness plan. Part of the awareness plan 
is to forge closer links with the School Business Managers, contributing regularly to 
the weekly update bulletins, making better use of the DPO Hub to share resources 
such as polices and templates and attendance at the School Business Manager 
forums. 

 

6.0 Risks and DPIA and 8.0 ROPA and lawful basis  
As per the identified action for the Council we will introduce the new Data Protection 
Impact Assessments (DPIA) and replace the GDPR workbooks with the standalone 
Record of Processing Activities (ROPA), Information Asset Register (IAR) and 
Retention Schedule. Having created the template formats for these requirements a 
project will launch in November 2024 to move the data from the existing workbooks to 
the new templates. 

 
 

10. Breach Response and Monitor 

 The Data Breach Reporting Form has been updated to ensure that those 
reporting are prompted to include all the necessary information regards 
circumstances of the breach, such as, 

-How it was identified,  

-How it occurred,  

-What mitigating actions have been implemented and  

-What preventative measure could be put in place to prevent reoccurrence.  
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 The Data Protection Team investigates each breach in full and makes an 
assessment if the relevant threshold has been met to report to the ICO. The new 
form contains the outcome of that decision and reasonings. 

 

 Tracking of data breaches has been updated and now includes details of 
remedial actions and preventative measures in place for those who assume 
accountability. Timescales are set for follow-up from the DPO to review those 
measures and assess if they have been implemented and are delivering improved 
data protection measures within the service area. 
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https://www.nao.org.uk/wp-content/uploads/2024/07/improving-educational-outcomes-for-disadvantaged-children-1.pdf
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https://www.cipfa.org/services/building-sustainable-social-care/managing-rising-demand-in-adult-and-childrens-social-care#:~:text=Requests%20for%20adult%20social%20care%20support%20from%20new,in%202022%2F23%3A%20an%20increase%20of%2026%25%20since%202018%2F19.
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The Audit Committee and organisational effectiveness in 

local authorities (CIPFA):

https://www.cipfa.org/services/support-for-audit-committees/local-

authority-audit-committees

LGA Regional Audit Forums for Audit Committee Chairs 

These are convened at least three times a year and are 

supported by the LGA. The forums provide an opportunity to 

share good practice, discuss common issues and offer training 

on key topics. Forums are organised by a lead authority in each 

region. Please email ami.beeton@local.gov.uk LGA Senior 

Adviser, for more information.

Public Sector Internal Audit Standards 

https://www.gov.uk/government/publications/public-sector-

internal-audit-standards

Code of Audit Practice for local auditors (NAO):

https://www.nao.org.uk/code-audit-practice/

Governance risk and resilience framework: material for 

those with a leadership responsibility on good governance 

(CfGS):

https://www.cfgs.org.uk/material-for-those-with-a-leadership-

responsibility-on-good-governance/

The Three Lines of Defence Model (IAA)

https://www.theiia.org/globalassets/documents/resources/the-iias-

three-lines-model-an-update-of-the-three-lines-of-defense-july-

2020/three-lines-model-updated-english.pdf

Risk Management Guidance / The Orange Book (UK Government):

https://www.gov.uk/government/publications/orange-book

CIPFA Guidance and Codes

The following all have a charge, so do make enquiries to determine if 

copies are available within your organisation. 

Audit Committees: Practical Guidance For Local Authorities And Police 

https://www.cipfa.org/policy-and-guidance/publications/a/audit-

committees-practical-guidance-for-local-authorities-and-police-2022-

edition

Delivering Good Governance in Local Government

https://www.cipfa.org/policy-and-guidance/publications/d/delivering-

good-governance-in-local-government-framework-2016-edition

Financial Management Code

https://www.cipfa.org/fmcode

Prudential Code

https://www.cipfa.org/policy-and-guidance/publications/t/the-prudential-

code-for-capital-finance-in-local-authorities-2021-edition

Treasury Management Code

https://www.cipfa.org/policy-and-guidance/publications/t/treasury-

management-in-the-public-services-code-of-practice-and-crosssectoral-

guidance-notes-2021-edition
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